MNPUJIOKEHMUE Ne 11
K JloroBopy Ha odcay:xuBaHue KjineHToB B Cucreme NHTepHeT-Bank
(penaxunus 5.0)

IHAMSATKA KJIMEHTA
0 BO3MOJKHBIX YIP03ax XMIIeHHUs JeHEKHbIX CPEJCTB H PEKOMEHIALUH 10 00ecliedeHUI0
HH(OPMALMOHHOI 0€30IacCHOCTH NpH padoTe B
Cucreme UnTepHer-bank

ATaky 370yMBIIUIEHHUKOB Ha OaHKOBCKHE CU€Ta NPEANPHATHH W YaCTHBIX JIML, MOIIEHHUYECTBO C
WCTIONb30BaHUEM BPEJOHOCHOIO MPOTPaMMHOIO oOecredeHus] (BUPYCHI, TPOSHBI, MPOTrPaMMbI-BHIMOTATEINH,
BHPYCHI, YEPBH M JAp.) MPEACTABISIOT PEAbHYI yrpo3dy s OnsHeca. HecaHKIIMOHWPOBAHHOE CIIHCAHHE
(XuIeHne) CcpeicTB dYalle BCEro MPOUCXOOUT H3-3a HE3HAHUS WM HECOONIOJCHMS YHOJTHOMOYEHHBIMH
COTPYIHHKAMHU KOMIaHWI TpeOoBaHUH 1Mo oOecnieueHnto Bamelh nHpopManoHHo# 6e30macHoCTH npu padoTe
¢ Cucremoii UnTteprer-bank. B 1ensx uCKiIro4eHns HECAaHKIIMOHMPOBAaHHOTO fmoctyma B Cuctemy MHTEpHET-
bank AO Kb «CokoJOBCKHIT» MTPOBOINAT KOMILIEKC MEPOIIPHATHH 110 TIOBBIIICHUIO Barei ocBe1OMICHHOCTH B
Bompocax HWH(pOpManMoOHHOW W (uHaHCOBOH Oe3omacHOCTH. YOemUTEeNbHO MPOCHM Bac 03HAKOMHUTBCSA C
Hacrosimed IlaMsATKON M HACTOATENBRHO PEKOMEHIAYEM MNPUICPKUBATHCS YKa3aHHBIX B HEM PEKOMEHIAUUi U
MpaBwJ. OTO TO3BOJUT 3allUTHTh Bamm cdera W KOH(DHUASHIMANBHYI0O HWH(OOPMAIMIO OT B3JIOMa W
HECAaHKIIMOHUPOBAHHOT'O MCIIOJIB30BaHUA, a TAKIKC IPCAOTBPATUT YTCPIO JCHCKHBIX CPEACTB.

OcHoBHble Mepbl Oe3omacHoctu mnpu  padore B Cucreme MHuTepHer-bank (najee-
Cucrema/Cucrema Unrepner-bank):

e Bxoz B Cucremy 0oCyLIeCTBISCTCS ¢ HCIONb30BaHueM Bamiero Ceprudukara Kiro4ya NpoBEpKH dJIEKTPOHHON
moanucd, maponst goctynma k kimouy OIT (PIN-koma), a Taxkke ommopasoBoro mapois (CMC-kopa),
HaIpaBIsieMoro Ha HoMep Bamero mobuisHOTO TenedoHa.

[Ipu monmydernnu ot banka SMS-cooOmieHHsT ¢ OJHOPA30BBHIM MapoJieM BHHUMATENHHO O3HAKOMBTECH C
nH(popMaIueil B COOOIICHUN: PEKBU3UTHI OTIEPAIK B COOOIICHUH JIOJDKHBI COOTBETCTBOBAThH TOW OIIECpAIIUH,
KOTOpylo Bbl coOmpaeTrech coBepmInTh. TONBKO yIOCTOBEPHUBIIUCH, YTO HH(MOpMamus B >ToM SMS-
cOO0OIIeHNH KOPPEKTHA, MOKHO BBOJUTD HapOJIb

Eciu nns Bxona B Cucremy Bam npejutaraercs BBeCTH JIOOYIO IPYTyIO NEPCOHATBbHYIO HH(POPMAIHUIO HIIH
nornonHuTenbHble AaHHble (KosoBoe ciioBo, mepcoHanbHble JaHHbIE (HOMEp Macrmopra, JaTy U MecCTO
poxaeHus, GMHAHCOBYIO MH(OPMALIMIO WM APYTHE JAaHHBIE), 3TO yKa3bIBAeT HA MOIIEHHUYECKHE AeHCTBHS!
B Takux ciydasx HeOOXOJMMO HEMEUIEHHO MPEKPaTHTh ceaHc paboThl B CHCTEME M CPOYHO 00paTUThCs B
bank. IlomuuTte! BBoas OnHopa3oBblii nmaposab, Bel naére banky pacnopsiskeHne 0 TNpPOBeJIeHUH
onepanuM ¢ yKazaHHbIMH B SMS-co001eHuH peKBU3UTAMMU.

Hu npu kakux o0cTOATENbCTBAX HE CO001IAliTe NAPOJIM HUKOMY, BKJIKOYas COTPYAHUKOB banka.

e [lo 3aBeprieHny paboOThI BCETAa OTKIIOUANTE U U3BJIEKAWTE U3 KOMITbIOTEpa BHEITHIUE HOCUTEIH C KIFOYaMH
OIl. Hukoraa He mepefaBaiiTe UX TPETHHM JIMIAM U XpaHUTE OTACIHHO, HATIPUMED, B JINYHOM ceiide.

e Paboras c llepconanpapiM ammapatHeiM kpuritonpoBaiinepoMm (ITAK), oGs3arenpHO 3amaBaiiTe mapolb
(PIN-kox) nmocryma gocTaTo4HOM CiIoKHOCTH (JlocTaTouHO# cunTaeTcs ajauHa He MeHee 10 CHMBOIIOB,
cpeau KoTopbix O0sS3aTENTBHO MPUCYTCTBYIOT CTPOYHBIE U PONHUCHBIE OYKBBI, HU(PHI, ClIEIICUMBOIB). be3
€ro KOPPEeKTHOT0 BBO/Ia OJIYYHUTh JOCTYM K Kirtodam D11 HeBO3MOXKHO.

o lcnonw3yiite |P-puapTpanmio - 10MOIHUTEIBHYIO BO3MOXKHOCTb, 3aIPENAIOIIYI0 MTOJE30BAHNE KITFOUaMH
OIl Ha koMIBIOTEpax BHE Baiero ogpuca. B atom cinyyae undpopmaius or Bac Oyner oOpaboraHa, TOIBKO
ecim IP-anpec nepenaroniero KOMIbIOTEPa COBIAAET C aJ[PECOM, YKa3aHHBIM B 0a3e MaHHbIX baHKa.

e He craBpTe Ha KOMIBIOTEPHI «IyCThie» MJIU TPOCThle MapoJm, Hanpumep 123456, qwerty — u
MEPUOANYECKH MEHAWTe HX. TpeOoBaHHMA K CIOKHOCTH Mapojied A KOMIBIOTepa — aHaJOTHYHBI
TpeboBaHmsIM K mapoisim Ha [TAKax. Pekomennyemast 4actoTa cMeHBI Taposiei -1 pas B rof.

e He nepeaasaiite [IAKu u kiaoueBbie Hocutesn UT-corpyanukam st npoBepku pabotel CUCTEMBI U
HacTpoek B3aumopeicTBus ¢ bankoMm. Ecnu Takas mpoBepka HeoOxoanma, Biazaenen kimoda Ol momkeH
JIMYHO TIOJKIIIOYNTH HOCUTEIb K KOMIIBIOTEPY, YOEAMTHCS, YTO Mapoib JAOCTyNa K K04y BBOJIUTCA B



uHTepdeiic kmuenTckoro APMa UnrtepHer-bank, 1 BBeAWTE MapOIIh, HCKITIOYAsi YMBITIUICHHOE HAOITIOICHHE
MIOCTOPOHHUMHU JIULIAMHU.

He mnepenaBaiite IIAKu u k/ioueBble HOCHTEIH 3aMEIIAIOLIUM COTPYAHUKAM (3aMECTHUTEISIM,
BPEMEHHO UCIIOJHSIOMNM 0053aHHOCTH). [1J11 HUX HEOOXOIUMO NOIY4UTh epcoHanbHble DIl 1 BHECTH HX
B OaHKOBCKYIO KapTOUKy ¢ 00pa3laMy NOANNCEH U OTTUCKA I1€YaTH.

IIpu yBOJILHEHUH COTPYAHMKA, HMEBIIETO TOCTYM K Koy OI1, 006s13aTe/IbHO 3a0/I0KHPYHTE €ro KoY
OIT;

Ipu yBoabHenun MWT-cmenmanmera, oOCTyXHBaBLIETO KOMIBIOTEpPHI, MOAKMIOYEHHBIE K CHcTeMe
Wnrtepuer-bank, 00s13aTebHO NPOBepPbTE HX HA OTCYTCTBHE BPEIOHOCHBIX POrPamMM.

IIpu mnpomoxuTeabHoii padore B Cucreme HWHTepHeT-BaHK, OTKIIOYATE W HM3BJEKHTEe M3
KOMINbIOTepa HocuTe u ¢ kiaoyamu DI, ecnmu oHM He mcmonb3yroTcs. Hocurenn ¢ kimtoyamM# JOTKHBI
HaXOAWTHCA B KOMITBIOTEPE TOJHKO B MOMEHT MOJIHCAHHUSA TOKYMEHTOB M H3BJIEKAThCS Cpa3y IIOCHE
MOAMUCAHUS TOKYMEHTOB.

BoineanTe oTAebHBIH KOMObIOTEP AJs1 padoThl ¢ Cucremoii HTepHeT-BaHk W HE BBITONHINTE Ha
HEM HHUKaKue IPYTHe 3a1a4d (TI0 BO3SMOYKHOCTH).

OrpannybTe AOCTYN K KOMNBIOTEPAM, HCIOIB3yeMBIM i pabotel ¢ Cucremoit MuTepHeT-bank n
UCKIIIOYUTE K HUM JOCTYII IepcoHana, He paboTatomiero ¢ CucTeMoil.

[Ipu o6cmyxuBanuu KomnbpoTepa UT-coTpyqHrkamMu, 00513aTeIbHO KOHTPOJIHPYHTE X0/ BHINOJIHIEMbBIX
MMMU 1efiCTBHUIA.

Ha xomnsloTepax, mnoakimrodeHHBIXx K Cucreme, HHKOrga He mocemaiite HWHTepHeT-caiiThI
COMHUTEJILHOTO COJIeP:KAHUS, He YCTAHABJUBANTE HEJIUIEH3UOHHOE MPOrpPaMMHOE odecrnedyeHHe U
mporpaMMHOe o0ecrnieueHue, moimydeHHoe u3 cetu MaTepHeT. Hanbomnee 6e3omacHbIM OyeT MOTHBIN 3aIlpeT
Ha BCE COCIMHEHMs (BXOMAIINE M MUCXOMAIIUE) C CeThi0 MHTEpHET, KpoMe JIOCTyrna K HEOOXOTUMBIM IS
NEATETLHOCTH PECYpPCaM.

Hcnoab3yiiTe TOAbKO JULNEH3NOHHOE MPOrpaMMHOe ofecriedeHHe ¥ 00ecrevbTe ero aBTOMAaTHUECKOE
OOHOBIICHHE.

IIpumensiiiTe TOJILKO JIMIIEeH3UOHHbIE CPeICTBA AHTHBHPYCHON 3aIMThI, 00ECIEUnB peryisipHoe (He
peke OIHOTrO pas3a B JEHb) aBTOMAaTHYeCKOe OOHOBJIICHHE AHTUBHPYCHBIX 0a3, PE3HICHTHYIO 3allUTY B
pealbHOM BPEMEHH U €KEHEAENbHYIO MOJIHYI0 aHTHBUPYCHYIO TPOBEPKY.

I/ICHOJIL3yﬁTe cnenuaJim3upoBaHHbie CpeacCTBa 0€e30IacCHOCTH: NEPCOHAIIBHBIC MEIKCETCBLIC 3SKPAHBI,
AHTHUIIITMOHCKOC IMTPOrpaMMHOC obOecrnieyeHue.

IIpoBepsiiiTe Ha HAaJIM4YKMe BUPYCOB Bee (pailyibl U IPOrpaMMmBbl, 3arpyxaemMble U3 HTEepHETa, MONTyYeHHbIE
10 AJIEKTPOHHOM MOYTE M HA BHELIHUX HOCUTEISIX (IUCKeThl, duiem-Hakonureian, CD/DVD).

OcymecTBiasiiTe MNOJHYI0O AHTHBHPYCHYIO TIPOBEpPKY IOcCJde BCIOMOraTeJbHBIX oONepanmuii Ha
KoMmImbioTepe, moakmoueHHOM K Cucreme Wutepuer-bank. Hampumep, mocie pemeHus TEXHHUYECKHX
npobjeM, TMONKIIOUEHWs K ceTu VIHTepHeT, YCTaHOBKM WIJIM OOHOBIEHHs OyXTalTepCKUX U
MH()OPMALIMOHHO-TIPABOBBIX TPOIPaMM.

He nomyckaiite paGory moa y4yéTrHoil 3amuchbio Windows, mMeroleid mpaBa aJMHHHCTPATOpPA.
Heo0xonmnmo wcnonb30BaTh Y4ETHYIO 3alUCh C OTPaHUYCHHBIMH TIpaBaMH B OMEPAIIOHHON cHCTeMe
Windows, ycTaHOBJIIEHHOW Ha KOMITBIOTEDE.

C o0co0bIM BHMMaHHEM HMCHOJB3YiTe CpeacTBa YAAJIEHHOr0 (IMCTAHIMOHHOIO) JOCTYNA, KOTOpBIE
yacto mnpuMeHsior [T-cneumanucTsl a1 yAaln€HHOW TOJJNEPXKKH. 3alJoKupyiTe BO3MOXKHOCTH
MCIIOJIb30BaHMS AaHHBIX CUCTEM 0€3 HeIOCPEICTBEHHOTO MOATBEP)KICHHUSI CO CTOPOHBI MoJib3oBartenss APM,
B OCTaJbHOE BpEMs 3aKpOiTe BO3MOXHOCTU YJAJIEHHOI'O JAOCTylla C IOMOIIbI CETEBOr0 3KpaHa
(IporpaMMHOTO W/WJIK anmnapaTHOTO).

Jia 3amumTel xmouedt DIl oT XuIeHHs BpPEAOHOCHBIMM NPOTrpaMMaMH PEKOMEHYETCS HCIOJb30BaTh
anmnaparHoe ycTpoicTso (cM. paszaen Ilognep:kuBaeMsle annaparssle ycrpoiicta «KpaTkoro pykoBojcTsa
M0JIb30BATENIS] CHCTEMBbI JMCTAHIIMOHHOTO OaHKOBCKOTO 00cyxuBanus «iBank2y (Mutepuet-baHk)»).



B cmydae OTCyTCTBHA ammapaTHOTO YCTPOWCTBA, COXpaHUTE (ailI-XpaHWIUIIE KIIOYeH Ha CHEMHOM
nocutene (USB-nakonutens). He momyckaeTcss COXpaHSATh €0 B MECTax, TJ¢ K HEMY MOXKET MOJYYHTh
JOCTYT KTO-IN00, KpoMme Bac. CheMHBIN HOCHTENh ¢ XPAHWININEM KJIKHYeil He00X0AUMO THIATETbHO
o0eperath OT HECAHKIIMOHUPOBAHHOIO JOCTYNA.

[apoxs Ha gocTyn k krody D11 momkeH OBITH M3BECTEH TONBKO BaM Kak BIagembILy.

He nomyckaiiTe NMOCTOSIHHOTO M 0EeCKOHTPOJIBHOTO NOAKJIIOYEHHS] K KOMIIBIOTEpY almapaTHBIX
ycTpoicTB ¢ kimrouamu Ol1.

He mnonp3yiitecs Cuctemoil B MHTEpHET-Kade, pecTopaHax, TpaHCIOpTe (HAIpUMEP METPO) a TaKkKe B
IPYTUX MECTax €Ciii Bbl HE YBEpEHbI B 0€30MIaCHOCTH KOMIIBIOTEPOB MM AOCTYyINa B MIHTepHeT.

He nogxnrouaiite x ycmyram banka Homepa TenedoHoB, KoTopbie BaM He mpuHamiexar.

OTKIIfOuYNTE WCIONB30BAHHE HICHTH(UKAIMOHHLIX (aitmoB (CooKie) ma caiite banka mmbo mocie
3aBepiienus pabotsl B Cucreme MaTepHeT-bank ynanute naeHTndukanmonHsii daiin (cookie) B bpaysepe
(pasmen «Hactpotikuy, moapasaen «be3omacHOCTb», omius «OUYHCTUTH KypHAT 0003peBaTeNs/KypHaT
Opaysepa/cookie»)

IIpu BO3HUKHOBEHHH JIOOBIX MOA03peHHii HA KoMmpoMeTauuio Kiaw4eil I wm oOHapyxeHWU B
KOMITBIOTEPE BPEIOHOCHBIX MPOTPaMM — 00s3aTeNbHO coodmmmTe B bank u 3abmokupyiite kimroun Ol

[Ipn a100bIX NpPOsSIBIEHUAX HEOOBLIYHOTro moBedeHUust CHcTeMBbl WM H3MEHEHUSIX B HHTepdeiice
MpoTrpaMMbl — MPEKpaTUTE NpoBeaeHHe onepanuii B CructeMe U CpOYHO Mo3BoHMTEe B BaHK M yrouHuTe
npuunHy. Ecmu u3MeHeHHs He CBA3aHBI C OOHOBJICHHEM BEPCHH NPOrPAaMMHOTO 00eCIedeHwUs,
3abnokupyiite Bce kiroun Ol1.

IIpennosaraemble KATeropuu MOIIEHHMKOB

XUIIEHHE CPEACTB € PacuyeTHBIX CUETOB IPH IMOJNyYeHHH JocTyna K kmodam OlIl um maponsm ¢ 1enbio
HanpaBieHUs B baHK miaTexHbIX MOpYYEeHHUI, 3aBepeHHBIX OT Baiuero Jsumna, NpeanoiIoKUTENBHO MOTYT
OCYILIECTBUTD:

OTBeTcTBEHHBIE COTPYAHUKM Bamreli kommanuu, paHee umeBmiue aoctyn kK kirouam Oll, Hampumep,
YBOJICHHBIE PYKOBOJIUTENH, PAOOTHUKH OyXTaJTepHUH U X 3aMECTHUTENH, ObIBIINE BIIAACIbIIbI KOMIAHUH.

Irarasie UT-coTpyanuku Bameil koMnaHuu, UMEIOLIUE WM UMEBUINE TEXHUYECKUNA TOCTYI K HOCUTEISIM
¢ kimouamu JI1 1 kK KOMIBIOTEPAM KOMITAHUH, OAKIIOYEHHBIM K Cucteme.

BremratHbie, mpuxozsmme Mo BbI3oBY MT-criennamucTel CTOPOHHUX OpraHHU3alldid, OOCITYyXKHBAIOIINE
KOMITBIOTEpBI Bailleli kOMITaHWU, OCYIIECTBISIONIME MPOMUIAKTUKY W MOAKIIOUEeHUe K VIHTepHery,
YCTAaHOBKY M OOHOBJICHHE OyXrajTepcKuX, HWH(POPMAIMOHHO-TIPABOBBIX M JPYrMX HporpaMM Ha
KOMIIbIOTEPHI, HOJKIIOUEHHBIE K Cucreme.

Jpyrue 310yMBIIUICHHUKH, OCYIIECTBIIIOIIME AOCTYNl K Bamum KOMIbBIOTEpaM IyTEM 3apaKeHUs
KOMITBIOTEPOB uepe3 IHTepHeT Bpe1oHOCHBIMU IIPOTpaMMaMH 1 XullieHne kirouen D11 u maponeil.

Taxum 06pa30M, IIpu OTCYTCTBUH KOHTPOJIA 3a Z[eﬁCTBHﬂMPI YKa3aHHbIX JIUI, B bank MOT'YT IOCTyIIaTb HE

BBI3BIBAIOIINE MOA03PEHUN MJIATEKHU, HAPABICHHBIE 3J0YMBIIUICHHUKAMHU C UCIOJIb30BAHUEM JIEHCTBYIOLINX
kimoueit D11, nmerorre oObIYHBIE PEKBU3UTHI TIOMyYaTesNeil 1 TUIIOBbIE HA3HAYSHNS TUTaTeXa.

AO Kb «CoxouaoBckuii» HannomMuHaeT BaMm o ToM, 4To:

Bank He umeet aoctyna k Bamum kiarodam OI1 u He MoxkeT ot Baiiero umenn chopMupoBaTh KOPPEKTHYIO
OII mox 37eKTPOHHBIM TIJIATEKHBIM JTOKYMEHTOM.

BaHk HUKOT/Ia HE OCYIIECTBIISIET PACCHUIKY AIIEKTPOHHBIX TIHCEM ¢ TIPOock0ol npucnarhk Bam xirou 1T win
apob;

bank He paccbliacT 1mo BHGKTPOHHOﬁ mo4Te MnporpaMmbl Uil YCTAHOBKH Ha Bammu KOMIIBIOTCPBHI. Ecimm Bu
MMOJIy4HnJIn HO,I[06HOC OUCbMO OT MMCHHU BaHKa, coacpikaliee mnmporpaMmmy Jjist YCTaHOBKU WJIM 3alIpOC Ha



npenocrapicHue kiaroded OI1 wiu maposieit, cpodHo coobumure 00 3ToM B Ciayx0y TEeXHHUYCCKOM
MOJIICPKKU KINEeHTOB baHka.

e BrI sBIsSCTECh CMUHCTBCHHBIM BiajenbiieM kimouedl O] U OTBETCTBEHHOCTH 3a UX KOH(UICHIUAIBHOCTD
JexxutT Ha Bac.

e Ecmu Bwr comHeBaeTech B KOH(pHAEHIHMATLHOCTH Kitoued OIl wimm momo3peBaeTe KOMIIPOMETAITHIO
(xommpoBaHME) NaHHBIX, CPOYHO 3a0JOKUpYHTe Bamw Kitoun Ol1.

e II3menenue maponsa jaoctyna kK kiarody Ol He 3amumaer Bac oT MCMOIb30BaHUS 3TO0YMBIIICHHUKAMU
paHee MOXHUIICHHOTO Kiouya. B 3ToMm ciaydyae HE0OXOauMO 3a0JIOKMPOBATh CTAPBIA KIIHOY U TOIYYHUThH
HOBBII.

TpedoBanus no 3ammrte Pagouero mecra Cucremnl Untepuer-bank ot Bpenonocuoro
NMPOrpaMMHOI0 oOecreYeHust

Bpenonocroe mnporpammuoe obecneuenue (BIIO) - kOMIBIOTEpHBIC MPOrpaMMbI, IPEIHA3HAYCHHAS IS
BHEJIDCHUST B AaBTOMATHU3WPOBAHHBIC CHCTEMBI, MPOTPAMMHOE OO0eCIeueHHe, CPeJCTBa BBIYMCIUTEIHHOM
TEXHUKH, TEICKOMMYHHUKAIMOHHOE OOOpYIOBaHUE KIHCHTOB - IMOJB30BATENICH CHUCTEM JHUCTAHIMOHHOTO
0aHKOBCKOT'O OOCITYy)KMBaHUs, MPHUBOIANICTO K YHUYTOXKCHHIO, CO3JIaHHUIO, KOIMPOBAaHUIO, OJOKMPOBAHUIO,
Moaudukanmuu U (WiKM) nepenade MHGOpPMAIMU, a TAKKE K CO3JAHUIO YCIOBHM JJIi TAKOTO YHUYTOXKCHUS,
CO3/IaHus1, KOMMPOBaHWUs, OJIOKHPOBAHUS, MOTUGPUKAIIH U (FUITH) TIepEIavH.

K cpencream 3amutet ot BIIO oTHOCSTCS cpencTBa, OCyIIECTBIAIONINE!
- BBIsIBJICHHE U 00e3BpekuBanue BI1O (aHTuBUpYCHI);
- ME@XKCETEBOE IKpaHUpOBaHUs Paboyero MecTa WiIu KOPIIOPAaTUBHOM CETH;
- Web-¢dunprparmuio;
- OOHapy)KeHHUEe U TPeIOTBpaIlCHHE BTOPKEHH;
- KOHTPOJIb BHIITOJTHEHUS TIPUIIOKEHHH.

Jlnst obecnieueHus HaajIeKale 3auThl OT nociaeacTBui nericteuit BITO Knuent o6s3aH:

— o0ecrneunTs HETIpephIBHOE HCIIONIb30BaHKE cpeAcTB 3auuTsl oT BI1O;

— olecneyuTh MEPUOJUUYECKHN KOHTPOJIb LEJIOCTHOCTH CHCTEMHOrO, HPUKIAJHOTO U CIIEHUAIBLHOIO
MPOrPaMMHOI0 00ECTICUEHHUS;

—  ©XKEeHEeJeNbHO OCYIIECTBIATH MpoBepKy Pabouero mecra Ha Hanmuue BIIO;

— obecnieuuThb perynsapHoe OOHOBIeHHE cpeacTB 3amuThl oT BIIO, oOHOBIEHHME MPUKIAZHOTO
MPOrPaMMHOI0 OOecIIeUeH s, yCTAHOBKY aKETOB OOHOBIIEHHSI O€30MIaCHOCTH ONEPALIMOHHON CUCTEMBI;

— WCTOJb30BaTh JIMIIEH3MOHHOE TIpOrpaMMHOE oOOecreueHre WM MporpaMMHOe obecliedeHue,
MOJTYYE€HHOC UCKIIFOUUTECIIBHO U3 JOBEPEHHBIX NICTOUYHUKOB,

—  OCYIIECTBJISITH BXOJ B ceTh MHTepHeT ¢ Pabouero mecra NCKIIIOYUTENBHO IS MOJKITIOUCHHS K CEPBEPY
banka mnn OOHOBIIEHMS aHTHBHPYCHOHM MpPOTpPaMMbl, MPUKIAAHOTO WM CHCTEMHOIO MPOrPaMMHOTO
oOecriedeHus], WK JUIsl TOAKIIOYEeHUSI K WHBIM JOBEPEHHBIM cepBepaM ceTd MHTepHeT mo Bompocaw,
CBSI3aHHBIM C HCIIOJTHEHUEM CITy>KE€OHBIX 00s3aHHOCTEH;

— TIpelIBapuTeNbHO HAa BBIJCJICHHOM KOMIIBIOTEpE NPOBEPSITh ChEMHBIE HOCHTENH HH(poOpManmuu Ha
Hanm4re BpeaoHocHOTo KoJla nepes ncnoib3oBanneM Ha Pabouem Mecre.

MOPAJOK I[EflCTBPIFI KJIMEHTA MPU BABJEHUU XUINEHUSA JTEHEXKXHBIX CPEACTB
B ciydae BeIsSBIIEHUS XUIIEHUS IEHEXKHBIX cpencTB B Cucreme MHTEpHET-baHK HEOOXOAMMO:

1) 3adukcupoBaTh JaHHBIE PACUYETHHIX JTOKYMEHTOB, MO KOTOPHIM COBEPIICHO XHINCHHE, HEMEICHHO
MPEeKpPaTUTh JIIOObIE NEHCTBUS C OSJEKTPOHHBIMH YCTpoWcTBamu (nanee —DY): NepCOHATbHBIMH
KOMITBIOTEPAMH, HOYTOyKamH, IJIAHIIETHBIMH KOMITBIOTEpaMH M T.I., WCIOJB3yEeMBIMH B KadecTBE
yAaJeHHOro pabodero Mecra Ui IeJied JUCTaHIMOHHOTO YIPaBJICHUS JCHEXHBIMH CpeJCTBaMU
Knuenra, nonkimrouennbiMu k Cucteme Muteprer-bank, o6ecTounTh UX (IPUHYIUTEIBHO OTKIIOYUTH
AJIEKTPONHUTAHHE B 00XOJ INTaTHOW MpOLEIyphl 3aBepIICHHUs paboThl, U3BJIEYb BCE aKKyMYJSTOPHBIE
Oaraper u3 HOyTOyKa M T.I.) U OTKJIKOYUTH OT MH(OPMAIMOHHBIX ceTel (eciu ObUIO IMOAKIIOYCHHE,
Hanpumep, o Ethernet, Wi-Fi, u np.) wiu nepesectu B peskum rudepHanuu ("'crsimii" pesxxum).



2)

3)

4)

5)

6)

7)

8)

9)

IIpm OTCyTCTBMM BO3MOXKHOCTH OOECTOUYMBAHHS OJY, OCYIIECTBUTh OTKIIIOYEHHE 110 INTAaTHON
MPOLIEAYPE U 3alIPOTOKOINPOBATH YKA3aHHBIN (haKT.

[Tpn HanMMUMM TEXHUYIECKOH BO3MOXKHOCTH OTO3BATh IEPEBOJI C UCTIONB30BaHUEM UHOTO DY (OTIPaBUTH
OT361B TN cooOmerne cBoboxHOTO Popmara o Cucreme MHTEpHET-baHK ¢ yKazaHMeM HOMeEpA, IATHI,
CYMMBI pac4eTHOTO JJOKYMEHTA), TIOCJIC YEeTO MPUHSITH Mephl K O10kupoBke Cuctemsl MHTepHET-baHK.

[Ipy OTCYTCTBMU TEXHUYECKOW BO3MOXXHOCTH OTO3BaTh mepeBog 1o Cucreme WHTepHeT-baHK,
HeMeJIeHHO o0paTuThes B bank mo tenedony c 3asBierneM o 6oknpoBke kimodeit D11, mprocTanoBke
WCTIOJTHEHUSI TUTATEKA W BO3BPATE JICHEKHBIX CPEJICTB.

OnepaTtuBHO 00OpaTUTHCS B baHK ¢ MUCBMEHHBIM 3asBJICHHEM 00 OT3BIBE ILIATEKa, BO3BPATE CPEACTB U
omoxupoBke kmoueit OIl (Ilpumoxkenne Nel2 x JloroBopy). Kommst 3asBneHuss nomkHa OBITH
HarpaBlieHa B baHK He3aMemTUTEeNbHO TI0 (aKCy FITH IO AIIEKTPOHHOW mouTe (CKaH-Komws). OpuruHan
3asIBJICHUS JIOJDKEH OBITH JOCTaBJICH B baHk Kak MOXKHO OTlepaTHBHEE.

[IpoundpopmupoBath Bce OaHKM, C KOTOpbiMH KIIMEHT WMeEET JOrOBOPHBIC OTHOIICHUS,
MpeIyCMaTPUBAIOIINE HCIOIB30BaHNE AMCTAHIIMOHHOTO OaHKOBCKOTO OOCTyXHUBaHUS, O (axTe
XUIICHUS JICHEXXHBIX CPEICTB M OOPAaTHTBCSI € TPOCHKOOW O BHEIUTAHOBOH 3aMeHEe KITIOUeBOM
WHPOPMALIUH.

[IpousBectn ¢dotochemky DY (C TOAKIIOYEHHBIMA KalOelmssMH W WHBIMHA TepUPEepUHHBIMU
yCTpoiicTBaMu), paboduero Mecta W €ro pacrlojoXeHus B momemeHun. OOecrnednTs COXpPaHHOCTH
(nemoctHOCTB) DY Kak BO3MOXKHOI'O CpPEICTBA COBEPLICHHS MPECTYIIIEHHS, IOMECTHB €r0 B MECTO C
OTpaHUYEHHBIM JIOCTYIIOM, OOECMEYMB IPH O3TOM 3alIUTy OT BCKPBITHS (CTHUKEPBI, HAKJICHKH,
IUTACTHJIMH, MAaCTUYHAs 11€4aTh, IIIOMOBI U T.J.) ¥ II0 BO3MOXXHOCTHU 3a()MKCUPOBATh CPEACTBAa KOHTPOJIS
LEJIOCTHOCTH (oTorpagupoBaHueM co Bcex pakypcoB. Ecmu mo3BonsitoT pasmepsl DV, cieayer
MMOMECTHTH €0 B HEMPO3pauHbIi MaKkeT (MENIOK) U 3aKJIEUTh TOpIOBUHY. [Ipr HE0OXOAUMOCTH BEJCHHUS
XO35IMCTBEHHOH AESITENIBHOCTH —3a1€UCTBOBATH Apyroe JY.

[IpeanpusATe Mepbl A7 00ECHEeUYeHHS COXPAHHOCTH M HEM3MEHHOCTH 3amucell ¢ BHYTPEHHUX H
BHEIIHUX KaMep CHCTeM BHUICOHAONIONCHUS, >KYPHAJIOB CHCTEM KOHTPOJNS JOCTyNa, CpPEICTB
o0ecriedeHus U pasrpaHudeHus JOCTyna B ceTh VIHTepHET (Ipu HAIWYMU TAKOBBIX) 38 MaKCHMAJbHBIN
NEpUOJ BPEMEHH, KaK 10, TAK U IIOCJIEC JaThl COBEPILICHHS XUIICHUS CPENICTB.

[TpoBectu cOop 3amucell ¢ MEKCETEBBIX 3KPAHOB W JIPYTHX CPEJACTB 3alIUThl HHPOPMAIIUH, CEPBEPOB
0a3 JaHHBIX W HMHBIX KOMIIOHEHTOB KJIHMEHTCcKoro mnpuinoxkenus Cucrembl MHTepHeT-Bank, cuctem
aBTOpH3anuu nons3osareneit (AD, NDS u 1.1.), koMMyHHKannoHHOro obopynosanus (Bkiaouas ATC),
3V, wucnonb3yeMbIX JUIS yIpaBlieHHs JIeHEeXHbIMH cpeiactBamMu udepe3 Cucremy Hurteprer-baHk,
YCTPOMCTB, KOTOPBIE MOTYT UCIIOJIL30BATHCS ISl YIAJIEHHOTO YIPaBJICHUS YKa3aHHBIMU DY .

10) [Ipx  BO3MOXHOCTH, OINEPATUBHO OOPATUTHCS C NHUCHMEHHBIM 3asBICHHEM K CcBoeMy WHTepHer-

[poBaiiiepy WM ONEpaTopy CBA3M AJs MOJIYYEHHs] B 3JIEKTPOHHOH (hopMme KypHAIOB COCAMHEHHH C
WnTepHeT ¢ anekTpoHHOro ycrpoicrBa KineHTa Wiu U3 ero JIOKaJdbHON BBIYMCIUTEIFHOW CETH Kak
MUHHMYM 32 TPH MecsIa, IPeANIecTBOBABIINE (HaKTy XUIIEHHS JCHEKHBIX CPEIICTB.

11) He npeanpuHAMAaTh HUKaKUX IEWCTBHUIA Ul CAMOCTOSTEIBHOIO WM C IPHBJICYEHHEM cTOpOoHHUX MUT-

CHCIMAJIUCTOB TIOMCKA M YJAJICHUS KOMITBIOTEPHBIX BUPYCOB, BOCCTAHOBJICHHsSI PabOTOCHIOCOOHOCTH
QY, "e otnparyatk DY B cepBUcHBIC Cityx0bl T 17151 BOCCTaHOBJICHHS Pab0OTOCIIOCOOHOCTH.

12) 3adukcupoBaTh B MPOTOKOJIBHOH (hOpME 3HAUUMBIC JIEHCTBHS M COOBITHS, B TOM YHCIIC WMEHA JIHI,

UMeImux aoctyn k JY, geiictBus c¢ DY, noakmoueHHeiMu K Cucreme MWurepner-bank.,
MpeaIIeCTBOBABIINE (AKTy XHWIICHHS JEHEKHBIX CPEICTB, IMOATOTOBUTH OOBsICHeHUs KineHra
(pabotHukoB KimenTa) 00 wcmonb3oBaHuu DY B IENAX, OTIWYHBIX OT OCYIIECTBICHHS OINEpalfii B
Cucteme Unrtepner-bank., mocemaeMbix caiiTaX, 0 CTpPaHHOCTSX Hpu padore DY, mepebosx wuin
otkazax DY, oOpamienusx B MT-ciyxObl, B baHk, HOCTOPOHHMX JIHIAX, MOOBIBABIIMX B MECTE
pacrooxenust Y u T.1I.

13) Bee nelicTBusl, ykazanueie B m. 1, 7, 8, 9, 12 Hacrosimero pasjena HeoOXOAWMO MPOU3BOAUTH

KOJIJIETHAIILHO, TPOTOKOJIMPOBATh M JIOKYMEHTHPOBaTh, B T.4.C HCIIOJIb30BaHUEM (poTocheMku. [Ipn
HEBO3MOKHOCTH OCYIIIECTBJIICHUSI  KOJUICTHAJbHBIX  JICHCTBHI (st MHAMBUAYAILHBIX
npeanpuHUMaTeneid Wid  (QU3NYEeCKUX JIML, 3aHUMAIOLIMXCSl YaCTHOM IPAaKTUKOHM) OTIENbHO
3a()MKCUPOBATh AaHHBIN (PaKT.



14) OnepatuBHO OOpaTHTHCH C 3asSBICHHEM B IIPABOOXPAHMTEIILHBIE OPraHbl O BO30YKIEHHH JIeia IT0
(akTy XUIIeHUs JeHEeXHbBIX cpeacTs (rnaBa 21 YK PO).

15) B ciyyae HEBO3MOXKHOCTH OT3BIBA PACUYETHOTO JOKYMEHTa W3 baHka MO MPUYUHE €ro HCIOJHCHUS,
OTIEPaTHBHO OOPATUTHCS B CYJ C MCKOBBIM 3aSBICHHEM B OTHOIICHHWU TOIyYaTeNs JEHEKHBIX CPEICTB
(Yka3aB BCE H3BECTHBIC PEKBU3HMTHI IMOJydYaTelsisi) O B3BICKAHUU HEOCHOBATEIHHO TOJYYCHHOTO
o0oranieHuss U MPOIICHTOB 33 MOJIb30BaHUE JeHeKHbIMU cpenacTBamu (TinaBa 60 'K P®d), a takxke ¢
XOJaTaiiCTBOM O MPHHATHU CYIOM Mep IO OOECIeueHHI0 MCKa BUAE apecTa JCHEKHBIX CPEACTB Ha
cueTe TOoJydaTelss B CyMMe HEOCHOBATEIbHO MOIYYEHHOTO obOorameHus. K HCKOBOMY 3asiBIEHUIO
HEOOXOIUMO TPUIIOKUTEH KOIHUIO 3asIBJICHUS O BO30YXJICHUU YrOJIOBHOTO Jiejia, MO0 KOIHUIO TaloHa,
COJIepIKaIllero TMOPSIIKOBBIA HOMEP M3 KHHUTH ydYeTa COOOIIEHWH O MPEeCTYIUICHHAX, COIAEPKAIIYIO
OTMETKY MPAaBOOXPAHUTEIHFHOTO OPraHa O €ro IprueMe.

16) Konuu BbINIEyKa3aHHBIX JOKYMCHTOB HamnpaBuTh B baHk ¢ npuiokeHueM CropaBku 1o (akty
uHIMJeHTa nHQopMamoHHOH Oe3onacHocTh B Cucrteme UHTepHeT-baHk, a Takke MOATBEPKIAIOIINX
JOKYMEHTOB.

Jas1 monyyeHusi 10NMOJHUTEILHOM HHGOPMAUM 0 TeXHUYEeCKHM BompocaM Bbl Mo:keTe 00paTuThLCS K
HALIMM cnenuanucram. Mbl Beceraa paasl Bam nomous.



